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Data Privacy vs. National Security: A Legal Tug of War in the Digital Age

Amlan Paikaray

As technology becomes deeply
embedded in every aspect of our
lives, the lines between personal
freedom and collective security
have become increasingly blurred.
As an observer deeply concerned
about both individual liberties and
national integrity, I find myself
grappling with the growing con-
flict between data privacy and na-
tional security. In India's rapid
transformation into a digital soci-
ety, I believe this dilemma is not
only legal in nature but profoundly
ethical, touching upon the core
values of our Constitution. The in-
creasing reliance on digital plat-
forms has made personal data a
central element of both gover-
nance and surveillance. But while
I recognize the need for strong
security mechanisms to protect
our nation from evolving threats,
I am equally wary of how easily
such powers can infringe upon
civil liberties when left unchecked.
The turning point for me, and per-
haps for most Indians, was the
2017 Supreme Court verdict in the
Justice K.S. Puttaswamy v. Union
of India case. The court's acknowl-
edgment that privacy is a funda-
mental right under Article 21 of the
Indian Constitution was a land-
mark moment. I viewed this not
merely as a legal victory but as a
philosophical reaffirmation of the
dignity and autonomy of individu-
als in a democratic society. How-
ever, | also understand that rights
cannot exist in a vacuum. In cer-
tain situations-such as during a
national emergency or in cases of
terrorism-the state must intervene.
Yet, this intervention must be rea-
sonable, proportionate, and gov-
erned by the rule of law. Without
this balance, there is a real risk of
drifting toward authoritarian gov-
ernance under the pretext of pro-
tecting the nation.

In my opinion, national security
today demands constant digital
vigilance. India faces real and
evolving threats-be it cross-bor-
der terrorism, cyberattacks, or or-
ganized misinformation cam-
paigns. The deployment of digital
surveillance tools like the Central
Monitoring System (CMS),
NATGRID, and the interception
powers under Section 69 of the IT
Act, while understandable, leave
me with concerns about the lack
of transparency and judicial over-
sight. I do not question the need
for intelligence gathering. My
concern lies in the opaque man-
ner in which these programs often
function. We, as citizens, are
largely unaware of who monitors

our data, under what circum-
stances, and with what legal ac-
countability.

As a Personal point of view, some-
one who believes in the promise
of digital India, I find the exposure
of Aadhaar and PAN details
through unauthorized websites in
September 2024 deeply alarming.
Personally, I consider this not just
a technical lapse but a serious fail-
ure of our data governance frame-
work. When the sensitive personal
information of citizens-including
biometric-linked Aadhaar numbers
and financial identities like PAN-
becomes easily searchable or ac-
cessible online, it undermines both
public trust and national security.
It is shocking to me that despite
earlier warnings and breaches, the
loopholes still persist, allowing
unknown websites to scrape or
publish such data without any
immediate consequence. I feel that
the government's response to this
incident has been vague and in-
sufficient. Citizens deserve not
only an investigation but also ac-
countability from data controllers,
whether they are private entities
or state departments. In my view,
the lack of a strong deterrent and
the absence of transparent com-
munication from official bodies
only worsens the situation. If In-
dia truly aspires to be a digital su-
perpower, then protecting citizens'
digital identities must be treated
with the same seriousness as pro-
tecting national borders. Our
Aadhaar and PAN are more than
numbers-they are gateways to our
financial and civic lives. Any com-
promise on their security threat-
ens the foundational trust be-
tween citizen and state.

My perspective on the 2023 data
breach involving the National Di-
saster Management Authority
(NDMA) was, in my view, a wake-
up call that exposed the fragility
of cybersecurity within critical
government institutions. As some-
one who believes in the impor-
tance of efficient disaster re-
sponse systems, I was deeply con-
cerned that an agency tasked with
national safety during emergen-
cies could itself fall victim to a
cyber intrusion. This breach didn't
just compromise official data-it po-
tentially endangered sensitive in-
formation about disaster prepared-
ness plans, infrastructure vulner-
abilities, and personnel details. To
me, the incident reflects a broader
issue: the absence of a proactive
and well-enforced cybersecurity
policy across public sector bod-
ies. It is troubling that while pri-
vate companies are being nudged
toward data compliance and digi-

tal hygiene, our own disaster man-
agement authority appeared un-
prepared for a cyber crisis. I be-
lieve that national resilience isn't
just about flood forecasts or earth-
quake drills-it includes protecting
digital infrastructure that holds
vital strategic data. The fact that
such a breach occurred in an era
of escalating cyber threats should
push us toward strengthening
data protection laws, enhancing
institutional preparedness, and
making digital accountability a
core part of disaster governance.
For me, this breach isn't just an IT
issue-it's a national security lapse.
The Pegasus spyware contro-
versy in 2021 reinforced my appre-

hensions. While the government
neither confirmed nor denied its

involvement, the notion that an
advanced military-grade surveil-
lance tool could have been used
on journalists, opposition leaders,
and activists is deeply disturbing
to me. Surveillance, when misused,
becomes a weapon-not against
external enemies, but against de-
mocracy itself. The Supreme
Court's response, in forming an in-
dependent technical committee
and emphasizing that national se-
curity cannot be used as a blank
cheque to suppress accountabil-
ity, was a step in the right direc-
tion. Yet, I remain unconvinced
that current laws are adequate to
prevent such future overreach.
With the passing of the Digital
Personal Data Protection Act,
2023, T had hoped for a strong, citi-
zen-centric legal regime. While the
Act does offer a basic framework
for consent, data fiduciary obliga-
tions, and user rights, it leaves
troubling gaps. Section 17, which
grants the government sweeping
powers to exempt itself from data
protection requirements for
vaguely defined reasons like na-
tional security or public order,
seems to me like a legal backdoor
for mass surveillance. The ab-
sence of an independent and em-
powered Data Protection Author-
ity is another significant flaw. I feel
that without such institutional in-
dependence, the enforcement of
privacy rights becomes more sym-
bolic than substantive.

The COVID-19 pandemic further

tested the balance between pub-
lic health surveillance and per-
sonal data protection. I remember
the rollout of the Aarogya Setu
app, which was made mandatory
in several contexts, and the con-
cerns raised by cybersecurity ex-
perts regarding its data collection
and lack of clear legislative back-
ing. More recently, the CoWIN
data leak allegations in 2023 once
again exposed vulnerabilities in
how government platforms handle
citizens' sensitive information.
The state's repeated denial of
breaches, without allowing inde-
pendent verification, does little to
build public trust. As someone
who believes in the digital future
of India, I find this lack of
accountability troubling.
What is needed now, in my
i view, is a comprehensive
and layered approach that
safeguards both our na-
tional interests and our per-
sonal freedoms. I strongly
advocate for judicial over-
sight of surveillance activi-
ties. The current practice
where executive agencies autho-
rize their own surveillance is, to
me, inherently flawed. Surveil-
lance, when deemed necessary,
should only be permitted after rig-
orous judicial scrutiny. Further-
more, there must be transparency
measures in place-annual reports,
usage audits, and parliamentary
oversight-to ensure that state
agencies are not misusing their
powers. The principles of data
minimization and purpose limita-
tion should be at the core of all
data collection activities. We must
not allow ourselves to normalize
indiscriminate data gathering in
the name of convenience or
safety.

Drawing comparisons with global
frameworks, I feel India must take
cues from rights-respecting de-
mocracies. The European Union's
GDPR, although not perfect, sets

a high bar for individual consent
and accountability. While India
cannot replicate it entirely due to
its unique security challenges, the
underlying philosophy-of putting
citizens first-must inspire our le-
gal reforms. Even the United King-
dom, under its Investigatory Pow-
ers Act, has built in mechanisms
for judicial review. If other democ-
racies can integrate privacy and
security, so can we.

To me, this issue is not a binary
choice between privacy and na-
tional security. It is a constitutional
tightrope, where the state must
walk with caution, guided by prin-
ciples of proportionality, neces-
sity, and legality. The moment we
allow the state to bypass these
checks in the name of expedience,
we compromise the very values
our Constitution seeks to uphold.
Data privacy is not about hiding;
it's about protecting the autonomy
of the individual. National secu-
rity is not about surveillance alone;
it is about safeguarding the demo-
cratic way of life. I believe the two
can and must coexist, but only
within a clearly defined legal and
ethical framework.

In conclusion, as a concerned citi-
zen, | feel strongly that India
must urgently revisit and
strengthen its legal architecture
to reflect the realities of the digi-
tal age. The challenge is not
technical-it is constitutional and
moral. Surveillance without ac-
countability is a threat, not a
solution. If we wish to pre-
serve the democratic fabric of
our society, then we must en-
sure that our pursuit of na-
tional security does not
trample upon the very rights
and freedoms that make this
nation worth securing. The fu-
ture of India's digital democ-
racy depends on how wisely
and justly we manage this deli-
cate balance.
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From Amrit to Poison: How Chemical Farn

Once upon a time, farming was
sacred. It was a symphony of
soil, seeds, sunlight, and soul.
The Earth was a mother, not a
marketplace. Food was Amrit
- nectar of life, not a cocktail
of carcinogens. Farmers were
custodians of nature, not vic-
tims of multinational greed. But
everything changed when a so-
called "revolution" arrived -
wrapped in plastic promises
and chemical lies.

The Organic Legacy: A Civili-
zation Rooted in Nature*

For thousands of years, civili-
zations thrived on organic farm-
ing. From the terraces of the
Incas to the monsoons of
Bharat, nature was the
farmer’s guide. Compost, cow
dung, green manure, crop ro-
tation, and indigenous seeds
formed the backbone of resil-
ient agriculture. No cancer, no
infertility, no soil erosion. Just
pure food and healthy genera-
tions.

In Vedic India, farming was not
just an economic activity — it
was Yajna (sacred offering).
The soil was Bhoomi Devi, and
the farmer, her priest. The cow
was revered, and Gomaya
(cow dung) was gold. The con-
cept of "Ritam"— the cosmic
order — governed our balance

with nature.

The Arrival of the Poison: Who
Started Chemical Farming?
The roots of chemical farming
trace back to World War I and
II. Factories that once manu-
factured explosives began con-

verting ammonium nitrate into
fertilizers. Pesticides like DDT
were developed from chemical
warfare technologies. These
were never meant to enter our
food system — they were
weapons, Now weaponizing our
food.

The so-called "Green Revolu-
tion" of the 1960s, heavily
pushed by Western nations and
corporations, introduced high-
yielding varieties (HY Vs), syn-
thetic fertilizers, and chemical
pesticides. India, manipulated

by fear of famine and fed co-

lonial inferiority, embraced it.

It wasn’t a revolution. It was

an invasion.

The Cost of this ‘Green’

Mirage

e  Soil Degradation: Fertile
lands have turned into life-

less dirt. Earthworms —
once called the ‘farmer’s
best friend’ -are vanishing.

e Water Contamination:
Nitrates from fertilizers seep
into groundwater, causing
cancer, blue baby syn-
drome, and endocrine disor-
ders.

e Health Crisis: Pesticide-
laden food is linked to can-
cer, hormonal imbalances,
neurological disorders, and
infertility.

e Farmer Suicides: Caught in
acycle of debt due to rising
input costs and corporate
dependency, thousands of
farmers have taken their
own lives.

e Loss of Diversity: Indig-
enous seeds and traditional
wisdom are lost, replaced
by genetically manipulated
hybrids owned by multina-
tionals.

The Awakening: Return to Or-

ganic, Return to Sanity

It is time to say "No More".

Time to reclaim our soil, our

seed, our soul.

Go back to ZBNF (Zero Bud-

get Natural Farming). Return

to Rishi-Krishi, Vedic farming,
and community-supported ag-
riculture. Adopt practices like

Panchagavya, Jeevamrut,

ing Hijacked Our Soil and Soul

o

il

Nihar Ranjan crya

Mulching, Mixed Cropping, and
seed saving. Let the cow re-
turn to the center of our farm-
ing systems.
Let us be intelligent species
again — not slaves of chemi-
cals and corporates.
Amrit Bhojan: The Future is
Ancient
A true revolution is not in new
chemicals. It’s in rediscovering
ancient wisdom. Eat what your
ancestors ate. Grow what your
soil loves. Respect the Earth -
for she gives unconditionally.
Let us not feed our children
poison and call it progress. Let
us give them "Amrit", not
agony.
Say it loud. Share it wide.
Go back to Organic. Go back
to Truth.“Be a Bhumi Putra —
not a chemical puppet.
Farming is not business. It is
Bhakti.*
Founder and Working

Director, Trust

Ph. 8249775817
Email: niharacharyal 973 @ gmail.com
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POTENTIAL DEMERITS OF STAY ORDERS GRANTED BY HIGH COURTS ORT

While a stay order is granted
by a High Court or the Su-
preme Court it can provide
much-needed relief from on-
going legal proceedings. It also
has potential drawbacks. These
include potential delays in the
justice system, the possibility of
misuse by parties, and the risk
of injustice if the stay is ulti-
mately deemed unjustified.

An interim injunction or relief
is often referred to as the
"strong arm of the courts of
equity" as its origin can be
traced to the equity Jurispru-
dence of England from which
we have inherited the present
system for the administration of
law. Interim relief by its very
nature operates in favour of one
party against another, this
raises one apparent question,
what should be the validity pe-
riod of such orders, if any and
once such relief is granted
when can it be vacated or

modified?

A stay order, which temporarily
suspends the operation of a
lower court's order or a pend-
ing legal action is issued by a
High Court or the Supreme
Court when certain conditions
are met. These conditions gen-
erally involve a prima facie
case (a case with apparent
merit), the balance of conve-
nience favoring the party seek-
ing the stay, and the potential
for irreparable harm if the stay
is not granted.
CONDITIONS FOR
GRANTING A STAY OR-
DER:

® Prima Facie Case:

The applicant must demonstrate
that there is a strong legal ba-
sis for their case and that it has
a reasonable chance of suc-
cess.

® Balance of Convenience:
The court must weigh the po-
tential harm to both parties if

the stay is granted or not
granted. The balance of con-
venience should in favorof the
applicant.

® [rreparable Loss:

The applicant must show that
they will suffer significant and
irreversible harm if the stay is
not granted.

NEGATIVE IMPACTS OF
STAY ORDERS ON ON-GO-
ING COURT PROCEED-
INGS.

i. Delay in Justice:

Stay orders can significantly
delay the final decision of a
case, potentially causing hard-
ship to the other party involved.
This is particularly true when
the stay order is extended or
when the case is prolonged due
to the stay.

ii. Misuse of Stay Orders:
There is a risk that parties may
seek stay orders strategically to
delay proceedings, even when
there is no genuine legal basis.

This can lead to an abuse of
the legal process and create
further delays.

iii. Unjustified Stays:

If a stay order is granted with-
out proper justification or of at
the later stage it is found to be
unjustified, it can cause signifi-
cant injustice to the party against
whom the stay order was
granted. They may suffer finan-
cial losses, reputational damage,
or other adverse consequences
while the stay is in effect.

iv. Difficulty in Obtaining and
Lifting Stays:

While stay orders can provide
temporary relief, obtaining and
subsequently lifting them can
sometimes be a complex and
time-consuming process, add-
ing to the overall burden on the
judicial system.

v. Unequal Access to Justice:
In some cases, parties with
greater resources may be bet-
ter able to secure stay orders,

i SUPREME COURT

|
Un Wk

Sanjaya Kar Sahoo

M.Sc., M.A, LL.M.
Director Legal Affairs, SOA
Former District & Sessions
Judge.
Ph:8270203063
E-Mail: sksahoo.judiciary @gmail.com

potentially creating an imbal-
ance in access to justice. This
can be a concern when the stay
order significantly impacts the
rights or interests of the other
party.

vi. Potential for Corruption:

In some cases, there is a pos-
sibility of corruption or improper
influence in the granting or main-
tenance of stay orders, although
this is not acommon occurrence.
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